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8. s

HE Definition

A/B TR b

Term

This is a technique used to
test which of two alternative
solutions is the best. It could
be an alternative graphical
design or functionality. The
consumers are randomly split
into two groups and test two
different versions of the same
feature.

A/B Testing

This is iterative and
incremental in its approach to
planning, developing, and
delivering. These models use
collaboration as a foundation
to their success.

Adaptive BERREETL

development
model

These models are seen as
circular and repetitive,
because they break a large
deliverable into smaller, more
manageable deliverables, and
they also circulate the
development through the
repeated activity of
requirements, design,
development, integration,
and testing. Deployment is a
separate phase that follows
iterative development.

This is a project management
style focused on the early
delivery of business value,
continuous improvement,
scope flexibility, team input,
and delivering well-tested
products that reflect
customer needs.

Agile TZ x4 IVERRE

development

This is the application of
machine learning and big data
to IT operations to receive
continuous insights that
provide continuous fixes and
improvements via
automation.

This is verification that a
characteristic or attribute that
appears, or is claimed to be
true, is in fact true.

Authentication | $25E(Authentication)
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Automated
testing

BakT R b
BEhk

TnN=9V—-> 577
AA X~k

Automation

Availability

Blue/green
deployments

Canaryrelease | h7+U7-Y)—2X

Capacity F ¥ /XY T 4 FHELER

planning

Confidentiality

Definition

Thls is a software testing
technique to test and
compare the actual outcome
with the expected outcome.
This can be achieved by
writing test scripts or using
any automation testing tool.
Test automation is used to
automate repetitive tasks and
other testing tasks that are
difficult to perform manually.

This is the use of technology
to perform a step or series of
steps correctly and
consistently with limited or
no human intervention; also
the standardization and
streamlining of manual tasks
such as defining the rules of
part of a process to allow
decisions to be made
‘automatically’.

Data and information systems
are available when required.
Hardware maintenance,
software patching/upgrading,
and network optimization
ensures availability.

This is two identical
production environments that
run simultaneously (one 'blue’
and one 'green'), with only
one of the environments
being live and serving all
production traffic, whereas
the other is used for
deployment of the new
versions.

This is a dark launch in which
a few test users are invited to
test the new functionality.
The new feature is initially
released to a small, targeted
group of users, gradually
increasing to all users.

This is the activity of creating
a plan that manages
resources to meet a demand
for services.

This ensures that data or an
information system is
accessed by only an
authorized person.

© 2022 PeopleCert | EMET - mHZ=Z L £,

27 /32 /[ PeopleCert DevOps ¥4 + U 547

EYF4TvY=7|V1.0J/202 % 18

;LF.%

INE. V7 bhU T - TRIMET, BB
@ﬁ%%ﬁﬁ SNIMBELET H7-HDD
DT, TAL - X7 UTFEEWLY, £
BEOBHEBCTA MY —LEFERTEIETE
WTxEd, 7XFEELIF. FETITH>Z
EHRBRREZRAIPZDOMOT A - &
27 %BEMT2-OIFERBINET,

NniE. 7o/ —%2FEAL T ABDON
Aﬁ*%‘]ﬁﬂénfh\éb\ F o7z < RULVIKRE

T, 12FHIF—EBEORT Yy TH#ELL—E
LTEITIBZETY, /. 7AELXRD

—HoL—LEEXRLT [BBHIC] BEBR
ETEDLIICTERE, FEERIDIZHE
fLEBBILHITVET,

T—RBIVBERS R T LIFHER & X (TF
FBRIETY, N— K77 DXV TR,
VI bz TONy FER/T YT —
F. *v b7 =7 o&BILICE Y TR Z#E
RLET,

N, 2O0R—OARERE (12 [7
—1 12 7V —>]) %ECEE
S, 1 DOBELIIIBRE I TIRNTOE
FEE774v7ICHsELTHEBY, $5 1D
HLWA—2 a3 voRREICERINTULE
ER

IhE. PEOTR -V —%FBEL.
ez T AL THEDLHIX—7 - O—VFT
I, FieElZ. RO —T v b ER
21— —TIL—FICUU—R&h, KR4I
La-—HP—(ITIHARLTWHWEET,

ZHlE, T—ERODBEICHZADZHIC, Y
V—REEBIBEEAEERTHT /T4 E
T4 T9,

INICEY, T—EOBEBRV AT LADT Y
Rt BRISNF=EOAKAERY £T,

Page 33 of 48



Term Definition

This is a container that
consists of an entire runtime
environment: an application,
plus all its dependencies,
libraries and other binaries,
and configuration files that
needed to run it, and bundled
into one package. By
containerizing the application
platform and its
dependencies, differences in
OS distributions and
underlying infrastructure are
abstracted away.

Container

This is a set of connected
node machines for running
containerized applications.

Container
cluster

i 0 stz ARV This is a development practice
where developers integrate
code into a shared repository
frequently, preferably several
times a day.

Continuous
integration (Cl)

This is a set of practices
designed to ensure that code
is always able to be deployed
rapidly and safely throughout
its life cycle to production and
is achieved by pushing the
executables into a
production-like environment
and conducting automated
testing to detect problems.

Continuous T VN (CD)

delivery (CD)

This refers to the process and
technology required to
incorporate monitoring across
each phase of the DevOps
and IT operations life cycles.

Continuous BENE=—2Y >y

monitoring

Organizations that design
systems are constrained to
produce designs that are
copies of the communication
structures of these
organizations. — Mel Conway

=Dy B 2 7)) :

Conway’s Law

This is an attribute of a part,
assembly, subassembly,
product, or process that is
literally critical to quality or,
more precisely, has a direct
and significant impact on its
actual or perceived quality.

2UF 2B -y -
2%V 74(CTQ)

Critical to
quality (CTQ)
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Definition

This is a success factor that
describes a condition or
characteristic that must be
achieved for something to be
considered successful.

Critical success
factor (CSF)

EEMIHER (CSF)

These are engineers who
integrate with a customer’s
operations teams to share the
reliability responsibilities for
critical cloud applications.

BEYZ47FE
4 - ITVP=7F
(CRE)

e

Customer
reliability
engineer (CRE)

This means a new
functionality is launched, but
the link to the new
functionality is not visible
before the functionality is
mature enough.

The purpose of deployment
management is to move new
or changed software or any
other component to live
environments.

Deployment
management

This is a process model that
gives you a starting point
from which to provide
transparency and control as
work moves through the
various sets of tests and
deployments toward release.

Deployment
pipeline

This is a movement
represented by the
convergence of existing IT
best practices from ITIL,
Lean, and Agile into a
development and operations
approach that supports
automation and continuous
delivery. It also encourages a
culture of collaboration and
learning to help IT deliver
business value better, faster,
and cheaper than ever
before.

Durability it AlE Durability This means the persistence of
data.

ARV P This is any change of state
that has significance for the
management of a
configuration item (Cl) or IT
service.
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Term

Feature flags

(The) First Way

Gamification =74 5—>av

Gated commit |(4¥—FvyF-a3Iv b

KERF—=V>T

Horizontal
scaling

74—F%¥—+-737

Definition

This is a modern deployment
technique that helps increase
agility for cloud-native
applications. They enable you
to deploy new features into a
production environment but
restrict their availability. With
the flick of a switch (toggle),
you can activate a new
feature for specific users
without restarting the app or
deploying new code.

Flow/Systems thinking: The
First Way emphasizes the
performance of the entire
system, as opposed to the
performance of a specific silo
of work or department.

This means adding game
mechanics into nongame
environments with a goal of
engaging consumers,
employees, and partners to
inspire, collaborate, share,
and interact.

This is also called a pretested
commit; it is an integration
pattern in which a commit is
not approved until a set of
tests are run against the code
being committed.

Cloud horizontal scaling refers
to provisioning additional
servers to meet your needs,
often splitting workloads
between servers to limit the
number of requests any
individual server is getting. In
a cloud-based environment,
this would mean adding
additional instances instead
of moving to a larger instance
size, often called scaling out
orin.
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A& Definition

NEF

Term

This is an operation, action, or
request that can be applied
multiple times without
changing the result; i.e., the
state of the system beyond
the initial application. Making
multiple identical requests
has the same effect as making
a single request.

Idempotent

A cloud-native model in which
no updates, security patches,
or configuration changes
happen ‘in place’ on
production systems. If any
change is needed, a new
version of the architecture is
built and deployed into
production.

{22—8TN 4>
73RLF0F %

Immutable
infrastructure

TOE I S -8V This is the incident manager
who is accountable for a
significant or major
incident(s).

Incident
commander

This is a cloud deployment
model in which the client
manages their own
application, meta data,
runtime, middleware, and
operating system, but the
virtualization, servers, storage
and networking are all
managed in the cloud.

Infrastructure laaS (Infrastructure
as a service

(1aas)

as a Service)

Also called programmable
infrastructure, it uses a high-
level descriptive coding
language to automate the
provisioning of IT
infrastructure. This
automation eliminates the
need for developers to
manually provision and
manage servers, operating
systems, database
connections, storage, and
other infrastructure elements
every time they want to
develop, test, or deploy a
software application.

Infrastructure laC (Infrastructure

as code (laC) as code)

Integrity ensures that the
data or information system
can be trusted; ensures that it
is edited by only authorized
persons.

Integrity
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Definition

23A I This is unplanned work (in the
context of SRE); generally
attributed to operational
work that is required to keep
systems running on a day-to-
day basis.

h4A €y /M= This is the Japanese word for
continuous improvement by
using small incremental
changes; translates as

“change for the better”.

EEEET(HIEE The critical (key) indicators of
peﬁonnance (KPI)

indicator (KPI)

progress toward an intended
result; usually the result of
one or more metrics viewed
over time — creating a trend.

Landing zone SVTFAavT -V — This is the underlying core
_— configuration of any cloud
(BREs) adoption environment that

provides a preconfigured
environment to host
workloads in private, hybrid,
or public clouds.

Launches This is any new code that
introduces an externally
visible change to an
application.

Linear scaling B & Y24 Alinearly scalable application
is an application that can

scale just by adding more
machines and/or CPUs,
without changing the
application code.

Mean time to EI(ETR R This is the average time to

repair (MTTR) (MTTR) repa!r a systerq, |nc.Iud|ng
repair and testing time.

This is a snapshot, at a given

point in time, of the

performance of an application

or system.

Microservices e 2= 00 T 8 This is a microservices

architecture Pk FHF architecture‘tha‘t involves

smaller applications deployed
(MSA) (MSA) independently as loosely
coupled services that are tied
together through application
integration.
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Monitoring and
event
management

Monolithic
application

Network
engineering

Observability

OpenMetrics

EZRYTEARY
FEE

E/VSy o -TTY
r—<av

FTHNEV T4 (7
)

F—TFTv - AMUSR

Definition

The purpose of monitoring
and event management is to
systematically observe
services and service
components, as well as record
and report selected changes
of state identified as events.

Monolithic applications are
designed to handle multiple
related tasks. They’re typically
complex applications that
encompass several tightly
coupled functions.

This is the application of a
systematic, disciplined,
guantifiable approach to the
development, operation, and
maintenance of networks.

Observability goes beyond
mere monitoring (even of
very complicated
infrastructures) and is instead
about building visibility into
every layer of your business.
Increased visibility gives
everyone invested in the
business greater insight into
issues and the user
experience and creates more
time for more strategic
initiatives, instead of
firefighting issues. It’s also
critical to the overall success
of site reliability engineering
(SRE) or DevOps organization
models.

This means being available
during a set period of time
and being ready to respond to
production incidents during
that time with the
appropriate urgency.

This specifies the de facto
standard for transmitting
cloud-native metrics at scale,
with support for both text
representation and protocol
buffers. It supports both pull-
and push-based data
collection.
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Definition

This is an observability
framework for cloud-native
software. It is a Cloud Native
Computing Foundation
(CNCF) sandbox project with
the ultimate goal of providing
a unified set of vendor-
agnostic libraries/APIs for
collecting and sending data to
compatible back ends.

F—Tv - TFTLXALMY

OpenTelemetry

This is a cloud deployment
model in which the client only
manages the application and
meta data with everything
else managed by the vendor
in the cloud.

Platform as a
Service (PaaS)

Platform as a
service (PaaS)

This is the team responsible
for building and running a
compelling platform that
accelerates and simplifies
software delivery for stream-
aligned teams.

779 b7 x—LF—
N

Platform team

This is the idea of writing
code in a high-level language
to manage and automate
policies.

Policy as code | Policy as code

A VS 5 U Ey ST This model is also known as
traditional, sequential, linear,
or —most famously — as
waterfall approaches that are
less flexible, because they
take an entire deliverable
through large phases of
requirements, design,
development, integration,
testing, and deployment.
Progress flows steadily
downward through the linear
phases.

Predictive
development
model

NAyTAV b - €T
N (FPAIFTREL ST
TORREETIV)
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Product
engineering

Product team

Production
readiness
review

Provisioning

Psychological
safety

Public key
infrastructure
(PKI)

A= B 874 ke 7 et
7V s

A% b F—LA

ZAZI b - LTa X
X +LEa2— (PRR:
Production
readiness review)

Ay az=vs

DERNZEMH

PKI (RIS E
)

Definition

This is a set of interrelated or
interacting activities that
transform inputs into outputs.
Processes define the
sequence of activities and
their dependencies. They
describe what is done to
accomplish an objective, and
well-defined processes can
improve productivity within
and across organizations.
They are usually detailed in
procedures that outline who
is involved in the process and
work instructions, which
explain how they are carried
out.

This is the application of a
systematic, disciplined,
guantifiable approach to the
development, operation, and
maintenance of IT products.

See the definition for stream-
aligned team.

This is an engineering
discipline and activity that
assesses a product or service
at various stages to
determine if it is ready for its
intended use.

These are activities
performed by an organization
to provide services, such as
the management of the
provider’s resources that are
configured to deliver a
service.

This refers to making it safe to
talk about problems, because
solving problems requires
prevention, which requires
honesty, and honesty
requires the absence of fear.

This is a set of roles, policies,
hardware, software, and
procedures needed to create,
manage, distribute, use,
store, and revoke digital
certificates and manage
public-key encryption.
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Pull production

system

Push
production
system

Release
engineering

EEENS
management

Release train

Reliability

Risk
management

Root cause
analysis

Definition

Production that is based on a
customer order is “pulling”
the product through the
process.

TWVEESRT L

Production that takes place
before a customer order is
“pushing” the product
through the process.

Ty 1EEVYRT L

This is a discipline within
software engineering (SWE)
that’s focused on defining and
managing all the steps
required to release software,
including the building and
delivering of software.

DY—R -7
Uyrs

The purpose of release
management is to make new
and changed services and
features available for use by
the customer.

JYy—R . bLA4Y An agile release train (ART) is
a preplanned release cycle
that has been stringently
planned into phases of which
individual projects and/or
business-as-usual (BAU)
release teams must align to in
order to deliver their release.

VS oAU S aN(=N This is the probability that the

' system will meet certain
i) performance standards and
yield a correct output for a
specific time.

DY —REE

This is the practice of
ensuring that an organization
understands and effectively
handles risks.

YR ER

This is a process of human
deduction paired with
reporting tools to uncover
causes of problems.

225 L (Scrum) This is a lightweight
framework that helps people,
teams, and organizations
generate value through
adaptive solutions for
complex problems.

RARE 2
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(The) Second
Way

Service level
agreement
(SLA)

Service level
indicator (SLI)

Service level
objective (SLO)

Single source
of truth (SSOT)

Software as a
service (SaaS)

Software
engineering

Service
configuration
management

Definition

Amplify feedback loops: The
Second Way is about creating
the right-to-left feedback
loops. The goal of almost any
process improvement
initiative is to shorten and
amplify feedback loops so
necessary corrections can be
continually made.

This is an explicit or implicit
contract with your users that
includes the consequences of
meeting (or missing) the
service level objectives (SLOs)
they contain.

H—ERLRLTSY
—X¥ b+ (SLA)

This is a carefully defined
guantitative measure of some
aspect of the level of service
that is provided.

H—E XL RIVIEIE
(SLI)

This is a target value or range
of values for a service level
that is measured by a service
level indicator (SLI).

H—EXLRIIBIE
(SLO)

This is the practice of
aggregating the data from
many systems within an
organization to a single
location.

VTN Y—R - F
7 by—2x
(SSOT)

This is a cloud deployment
model in which the vendor
manages everything.

SaaS (Software as a
service)

This is the application of a
systematic, disciplined,
guantifiable approach to the
development, operation, and
maintenance of software.

The purpose of service
configuration management is
to ensure that accurate and
reliable information about the
current configuration of
services, and the components
that support them, is
available when and where it is
needed.

Y—ERBREE
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A& Definition

Shift-left 2 S Py 2 ST 8 8 The principle of ‘shift left’
testing supports the testing team to
collaborate with all the
stakeholders early in the
software development phase.
Hence, they can clearly
understand the requirements
and design the test cases to
help the software ‘fail fast’
and enable the team to fix all
the failures at the earliest
time possible.

SIENCETTAAES S SRS E &l SRE, pioneered by Google, is

engineering F4-TUTU=TYY radical!y different from IT .
operations of the past and is a

(SRE) 2" (SRE) specific approach to IT
operations for large-scale,
cloud-native software
systems. The SRE model sets
up a healthy and productive
interaction between the
development and SRE teams
by using service-level
objectives (SLOs) and error
budgets to balance the speed
of new features with
whatever work is needed to
make the software reliable.

Smoke testing This is surface-level testing to
certify that the build provided
by the development team to
the QA team is ready for
further testing. This testing is
normally used in integration
testing, system testing, and
acceptance level testing.

Source code Yy—Z2O—F&R This tracks changes to a

T —— source code repository. SCM
g (SCM) also maintains a history of
(scm)

changes. This is used to
resolve conflicts when
merging updates from
multiple developers.
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Definition

These are sometimes called
full-stack, cross-functional, or
product teams. Stream-
aligned teams are aligned to
the main flow of business
change and have the cross-
functional skills and ability to
deliver significant increments
of value without waiting on
other teams. These teams
might be oriented around a
single product, a user journey,
a set of features, etc.

Stream-aligned | R FU—L - 7F7M4 >

This involves many different
stakeholders working
together, initially, until it
becomes clear which of them
is best placed to continue and
which can move on to other
tasks.

S &N PR B 28 The ability of a system
(including the people
dimension) to withstand a
major disruption within
acceptable degradation
parameters and to recover
within an acceptable time.

System
resilience

This is the accumulation of
complicated workarounds
and rework that occurs when
easy solutions are
consistently implemented,
instead of the best solutions.

Technical debt | Bl &aE

This is a software
development process that
relies on software
requirements being
converted to test

cases before the software is
fully developed, and then
tracks all the software
development by repeatedly
testing the software against
all test cases.

7 R +EEEIRAS(TDD)

Test-driven
development
(TDD)
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Definition

“The Theory of Constraints is
a methodology for identifying
the most important limiting
factor (i.e., constraint) that
stands in the way of achieving
a goal and then systematically
improving that constraint
until it is no longer the
limiting factor. In
manufacturing, the constraint
is often referred to as a
bottleneck.”

Theory of H#0EH (ToC)

constraints

A culture of continual
experimentation and
learning: The Third Way is
about creating a culture that
fosters two things: continual
experimentation, taking risks,
and learning from failure; and
understanding that repetition
and practice is the
prerequisite to mastery.

(The) Third
Way

This is the kind of work tied to
running a production service
that tends to be manual,
repetitive, automatable,
tactical, devoid of enduring
value, and that scales linearly
as a service grows.

k4L (Toil)

This is a function of how a
given service works and how
it is provisioned.

A—TFT4VESL>ay
(ERAZxX)

ARSI & S EEWAN  This is a series of steps an
organization undertakes to
create and deliver products
and services to consumers. A
value stream is a combination
of the organization’s value
chain activities.

Value stream
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Version control

Vertical scaling

Voice of the
customer (VoC)

Waterfall
development

Work in
progress (WIP)

BERT-YT

BmEOE (VOC)

JF—R—7 F—IVE
£

77— A4y -707
L Z(WIP)

Definition

Version control allows you to
manage changes to files over
time and store these
modifications in a

database. Also called source
control, you can use version
control to version code,
binary files, and digital assets.
This includes version control
software, version control
systems, or version control
tools. Version control is a
component of software
configuration management.
It's sometimes referred to as
version control system (VCS)
programming.

Cloud vertical scaling refers to
adding more CPU, memory, or
1/0 resources to an existing
server or replacing one server
with a more powerful server,
often called scaling up or
down.

The in-depth process of
capturing a customer’s
expectations, preferences,
and aversions with the
objective to create products
or services that meet the
customer’s needs and
preferences.

See the predictive
development model.

This is the number of task
items that a team is currently
working on. It frames the
capacity of the team's
workflow at any moment.
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